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1
Decision/action requested

This contribution proposes a new key issue of TR 33.861.
2
References

3
Rationale

As said in Key Issue #5, there will be a massive number IoT devices connected to 5G network. IoT ecosystem is concerned that there is considerable high risk of large-scale service interruption due to possible CIoT DoS attacks. In addition, many IoT device developers are primarily concerned with CIoT devices internet functions rather than security. Not only that but some IoT device manufactures don’t even have secure production environment. These factors may introduce a large number of IoT devices with very weak security capabilities. Furthermore, most of IoT devices will be deployed in unmanned places where attackers can easily access and utilized these IoT devices to launch DoS attacks against the network. 

Thus, The IoT UE is considered to be easier to be attacked. The huge number of compromised IoT UE may be a big threat to the network, e.g. DDoS attack. Attacker often exploit one vulnerability to compromise big volume of UEs, thus, these UEs will have the same vulnerability type, if there is a method to classify these IoT devices according to vulnerability type, it will be more precise to handle the hijacked IoT devices. Thus, the contribution proposes to study possible vulnerability type and classification mechanism for 5G IoT UE based on vulnerability type. 
4
Detailed proposal

***********************Start of the 1st change************************
5.X 

Key issue #X: Classification of IoT UE based on vulnerability type
5.X.1

Key issue details

In real world, there are many vulnerabilities which may be exposed for an attacker to compromise an UE. The details of vulnerability type can be found in table 1.

Table 1
Vulnerability type
	Vulnerability Type
	Target
	Example

	Application vulnerability
	Application
	Attack on specific app, e.g. buffer overflow vulnerability on mobike app

	Communication protocol vulnerability
	Protocol
	Attack on TLS protocol, e.g. Heart Bleed

	Operating system vulnerability
	OS
	Attack on Android, e.g. CVE-2018-xxxxx

	Hardware vulnerability
	hardware
	Attack on chip, e.g. Meltdown, Spectre

	Administration vulnerability 
	Weak authentication and authorization
	Attack on default user name and password, e.g. mirai


Table 1 lists five main vulnerability types against different targets, i.e. application, protocol, operating system, hardware and administration. Anyhow, in real world, an attacker may just exploit one vulnerability to compromise a large number of IoT UEs.  Thus, these compromised UEs may have the similar feature because they have the same vulnerability. The attacker may trigger big attack against the network with these compromised UEs, e.g. DDoS attack against the gNB.
For example, Mirai exploits one administration vulnerability to compromise thousands of IoT devices, i.e. default user name and password. The Mirai telnets to other IoT devices with default user name and password, e.g. “admin”, “admin”, the IoT devices who do not be changed the default password will be hijacked. These victims commanded by the attacker finally became a murder to kill the DNS server by triggering a DDoS attack. Since the IoT device vendor may use the same default user name and password for the same products, the compromised IoT devices may be made by the same vendor. For example, Mirai compromised about 1500 thousands IoT devices, and most of these IoT devices are cameras made by DAHUA Company.

Thus, if there is a method to classify these IoT devices according to vulnerability type, it will be more precise to handle the hijacked IoT devices, e.g. restrict the flow to the target within the class. Lucky, in 5GS, since IoT UE could connect to the 5GC and provides many information which is related to the vulnerability type, the 5GS may classify the UE according to these information. If attack happens, the network may handle these UEs quickly.
5.X.2
Security threats 
-
If network does not support to classify IoT UE based on vulnerability type, it will be hard for the network to mitigate attack triggered by huge number of compromised UE. 
5.X.3
Potential security requirements

-
Study possible vulnerability type against IoT UEs.

-
5GS should support mechanism to classify IoT UEs based on vulnerability type.

***********************End of the 1st change************************
